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THE ANALYSIS OF EFFCIENCY
AND PERFORMANCE OF INTRUSION
PREVENTION SYSTEMS

This article aims at presenting a comparative amlgf two intrusion detection
and prevention systems, namely Snort and Suricatain the af-packet mode in
the context of the efficiency of their protectiagaist the denial of service attacks.
The paper sets out, in statistical terms, the derfiservice attacks and distributed
denial-of-service attacks occurring around the @l the further part of the re-
search, penetration tests were conducted in oodasgess comparatively analysis
of the efficiency of IDS/IPS systems was carrietlinihe context of starting vari-
ous numbers of network connected devices as wéll e case of sending pack-
ets with different sizes. This article is addresgedecurity systems administrators
as well as to people involved in security systemslémentation.

Keywords: security, network, test, protection, detectionyiger, denial, intrusion,
system, DDoS, DoS, attack

1. Introduction

Recent years were marked by the significant pregrethe field of devices
and ICT technologies in the case of their accegbddNorld Wide Web. This
phenomenon is getting more and more dynamic idasiemonths and years. It
has become a regular occurrence that devices sudh/asets, smartphones,
tablets and computers are equipped with solutioniglwenable their users to
access the network. The scope of the phenomenothandsearch are so signif-
icant that the designing and producing have berest of prototypes of other
television, radio and household electrical appksnwith the capability of net-
work communication. As a consequence of such aspi@gad digitalization risks
and dangers resulting from the use of network dsvare growing. These dan-
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gers are cyber attacks such as worms, viruses iaj@hThorses. They are based
on the use of incorrectly programmed or designgdiegiions and devices with
security gaps in source codes. These attacks ammaing others, stealing sensi-
tive information such as personal data of a usardrapany/ an institution as
well as at deleting or replacing that data, requngsiccess to and taking control
over the given application/ device/ account/ systancreating the situation
when the access to a given service/ assistananisd Protection against these
types of dangers enhanced to the most is posdibleks$ to the use of a wide
scope of security measures. The advancement, tige @nd the kind of safety
technology used should be determined by the impoetaand the value of re-
sources and data which are to be protected [17].

Systems, programs, applications and devices dese@lbpve security gaps
in software and a source code, mainly as a re$udndnsufficient number of
operational tests. The scope of these gaps depentie type and the advance-
ment of the technology applied. Hackers use thags ¢n order to conduct va-
rious kinds of cyber attacks. Assistance, suppod the automatic update of
a code do not provide the comprehensive solutiothéoproblem because the
time span between the moment of identifying theknmzint in the software and
then working out as well as sending a patch byptiogrammer is long enough
to carry out the attack. Together with the growmgnber of dangers a broad
range of solutions is getting more and more avkd|alwhich not only reduce
significantly the risk but also happen to elimingteompletely from time to
time.

At present, Denial-of-Service attacks (DoS) andtritigsted Denial-of-
Service attacks (DDoS) are extremely popular. Ttecks are intended to block
the possibility to use and administer web servéngadous types of companies
and institution, namely websites of non-governmierdgganizations, self-
governing and scientific bodies, and websites atkbashops and web portals.
Attacks result in the huge increase of delay timegparticular sites or, in the
worst case, in the complete standstill. Succesdfatk on a given web site can
cause the loss of trust of customers and usersecteth with this institution,
which can in turn considerably affect the finang@atformance. DoS attacks are
used for political and terrorist reasons in ordeblock systems and web sites
which a crucial for a state.

There is a wide variety of solutions which protdwt respective network’s
and information systems’ components against DoSDdS attacks. It is re-
commended for instance to use only essential anessary programs, applica-
tions and services. Access lists at routers amavéills are created and config-
ured. The use and accessibility of hardware andpotational resources as well
as CPU utilization are monitored on a continuousdhaetwork capacity limits
are introduced. Administrators and users are fotoedrite long and complex
passwords which include capital and lower casergttdigits and special cha-
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racters. They are also obliged to change passweamgsoften. Frequent, regular
and automatic firmware updates are performed ierotal eliminate gaps in the
software. Frequent and systematic backup copiesrapany’s data are made. In
the case of the attack tools are used which enalilErget a type and source of
this attack and, furthermore, cause the immediateff of a network and de-

vices from the source.

Intrusion Detection Systems and Intrusion Prevenfigstems are among
the most modern, the most efficient and the mostngon tools used to protect
against Denial-of-Service attacks and Distributednidl-of-Service attacks.
There are two of IDS/IPS systems — physical (hardyvand logical (software).
They are used to detect and also react to attaekpts on networks, systems,
and network devices in the case of IPS systemsyMéybal companies from
the IT security and computer network branch produlegsical solutions, which
are expensive to buy and to operate and for tlisore used only in the largest
companies and institutions. Free programming smistiwhich base their opera-
tions on packet lines, are used widely.

2. The Presentation of Denial-of-Service attacks

2.1. Definition and Types of Denial-of-Service Atteks

Denial-of-Service attacks are specified as cybecks which aim at mak-
ing a given service or a computer system stop wigrkis a result of a saturation
of hardware or computational resources. Thesehareniost frequent, the most
productive and the most effective cyber attack®ré&hs a high variety of tech-
nigues, solutions and ways of denial-of-servicack$, which are used by hack-
ers according to the objective pursued, and itaiacement and complexity. As
an example, the Denial-of-Service attack is thesmission of an enormous
number of packets to the victim’'s environment idlesrto occupy all the re-
sources available and as a result to cause theedewia system malfunction due
to overload. The use of security loopholes in pattir protocols of ISO/OIS
model layers is one the other way employed by kétac Denial-of-Service
attacks are characterized by the fact one doesewt huge financial push, ex-
traordinary amount of time or expensive devicesriher to conduct them and,
what is more, the structure of the attack is nohglicated as well. Due to the
aforementioned factors, Denial-of-Service attacks growing in frequency,
complexity and advancement. Hackers draw up aratemew, innovative and
increasingly complex forms, ways, types, technigaled methods of these at-
tacks. The fowing diagram presents Denial-of-Senattacks which occurred

[1](2] (Fig. 1).
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Fig. 1. Types of existing Denial-of-Service attafks[2]

2.2. The statistics of existing Denial-of-Servicetacks around the world
in the fourth quater of 2016 and first quarer of 2017

Companies, which produce solutions to protect datsgurces, servers, de-
vices and network services against cyber threatsjuct research and compile
statistics that enable them to evaluate existinggdes more efficiently and also
fight with these threats. The aggregated resultesdarch and statistics define
the trends of existing dangers in the event of cytgacks which will make it
possible to create new hardware and software sakitior ensuring protection
as well as improve the existing ones.

Each quarter, Akamai company presents resultssafareh devoted to the
occurrence of Denial-of-Service attacks aroundvibbed. According to the re-
port from the first quarter of 2017 the fragmertatof UDP packets was the
most frequent cause of Denial-of-Service attacksirza the world since it adds
up to 29% of all the dispersed Denial-of-Servicaeks conducted in the first
quarter of 2017. Among other frequent attacks hosd directed at protocols
NTP, DNS, SYN segment as well as UDP flood. Theplyrbelow shows the
frequency of particular targets of DoS and DDo&cki$ in the first quarter of
2017 [3] (Fig. 2).
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Fig. 2. Percentage summary of the types of DoS[DdS attacks which
took place around the world in Q1 2017 [3]

Furthermore, the report of Akamai company presaritsague of countries
where web application attacks took place most dfighe first quarter of 2017.
U.S. has been ranked first in this evaluation. @#lion of the attacks happen-
ing in the first quarter of 2017. Countries suchBaszil, U.K., Japan and Ger-
many noted much less of the web application attatke graph below shows
a league table of countries where web applicatitacks were most frequent in
the first quarter of 2017 [3] (Fig. 3).
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Fig. 3. Top Source Countries for web applicatioragis, Q1 2017 [3]
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The following graph presents frequency of web aggpion attacks which
took place in first quarter of 2017 (Fig. 4). Thestpopular type of attack is
SQL injection, with 44% of all attacks. On the sadmlace is LFi taking up
39% of web application attacks. The third placeupies XSS with 10% of all
web application attacks [3].
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Fig. 4. Web Application Attack Frequency, Q1 203} [

3. The Analysis of Efficiency nad Productivity of DS/IPS Snort
and Suricata Systems run in the af-packet modshen faced
with DoS AND DDoS attacks

Intrusion Detection Systems and their extensiomeaig Intrusion Preven-
tion Systems are an efficient and widely used whyigihting against threats
connected with Denial-of-Service attacks and othydrer-attacks. Their objec-
tive is to maximalise in real time the safety ofrmdistrators and users of partic-
ular systems, applications and Web services agattetks through the imple-
mentation of specifically designed physical (harddyaand logical (software)
solutions [4].

Intrusion Detection Systems are used to identifgutimorized and unwant-
ed system or computer network invasion. They agblhispecialized tools such
as devices, applications and services executedectr@nic equipment connect-
ed with the network. These systems monitor the ot real time in order to
detect possible risks, dangerous elements, compmnevents and in order to
break security policy rules of a given electrorystem. Founding this dangerous
element result in creating the message storeddatabase or in a source file.
The most important in the process of working ot ititrusion detection system
is the implementation of solutions which enableeysto operate automatically
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without the constant control of an administratoysar. Such solutions make it
possible to modify in real time options and projesrof a firewall. These solu-
tions allow to eliminate almost completely the atence of the attack which
use vulnerabilities in a source code [4-6].

Intrusion Prevention Systems are extensions of $§8ems with mecha-
nisms which prevent breaking into by rejecting maskwith malware sent to
a victim of an attack. These mechanisms are adu@doperties, functions and
features of IPS systems. Appropriate library mustiided to a system and this
system must be placed on the packet line so tistéersylDS will be able to work
efficiency as IPS system [4].

The effectiveness analysis of IDS/IPS systems énctintext of the protec-
tion against Denial-of-Service attacks was conduetéh the example of two
free-of-charge programming systems IDS/IPS Snodt &uaricata which run in
the af-packet mode.

3.1. The description of configured and used test gmonment

IDS/IPS Snort and Suricata systems which are ruthénaf-packet mode
were analyzed in terms of their effectiveness coring the protection against
dispersed Denial-of-Service attacks: SYN-Flood bad [7-10].

The test environment comprising of three virtuathiaes with Debian sys-
tem and IDS/IPS Snort and Suricata systems wepapgd to cater the needs of
simulation and research. These machines carriedheufunctions of machines
under attack. Moreover, the test configuration cosgs of attacking environ-
ment, namely the virtual machine with Kali Linuxsggm installed. Open source
packets generator hping3 was installed on thissystvhich was used to simu-
late attacks. Apart from attacking machines andmhehines under attack there
was also a router in the network which providednamtion between virtual
machines and Internet [11-16].

3.2. Research and comparison of the effectiveneddDS/IPS systems
run in the af-packet mode in the context ahe protection against
Denial-of-Service attacks concerning SYN-Hw and Land

Initially, tests were conducted on the machine aficiim in the situation
when there was no IDS/IPS system operating in tivir@aament of the victim.
Research was conducted with various numbers ofinaisnswitched on when
SYN-Flood attack was up and running in the attaglenvironment. This graph
below shows response time during communicationwdxat different network
entities in case of SYN-Flood attack on the Netwwithout any of the IDS/IPS
systems operating (Fig. 5).
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Fig. 5. Response time during communication betwespeactive network entities in
case of Land attack on the system without any®1Ei5/IPS systems operating

Next testing phase was based on researching thenss time of particular
network entities in situation when IDS/IPS Snontl 8uricata systems run in the
af-packet mode. The research was conducted witbusanumbers of switched
on terminals when SYN-Flood attack was conductethé attacking environ-
ment. The graph below shows response time durimgnumication between
different network entities in case of SYN-Floodaak on the network with Snort
system run in the af-packet mode (Fig. 6).
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Fig. 6. Response time during communications betwarent network entities in
case of SYN-Flood attack on the network with Ssgetem run in the af-packet mode

The graph below shows response time during comratiait between dif-
ferent network entities in case of SYN-Flood attaokhe network with Suricata
system run in the af-packet mode (Fig. 7).
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Fig. 7. Response time during communications betwdifferent network
entities in case of SYN-Flood attack on the netwaith Suricata system run
in the af-packet mode

Land attack was the second Distributed Denial-af4i8e attack which was
examined in the research. As in the case of SYM«drlaitack, first one exam-
ined delay time during communications between paldir network entities in
case when there was no IDS/IPS system operatirgeaReh was conducted with
various numbers of terminals switched on when Latack was up and running
in the attacking environment. This graph showsagasp time during communi-
cations between different network entities in caskand attack on the network
without any of the IDS/IPS systems operating (Big.
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Fig. 8. Response time during communications betwi#grent network enti-
ties in case of Land attack on the network witremyt of the IDS/IPS systems
operating

Similarly to SYN-Flood attack, next testing phasasvbased on researching
the response time of particular network entitiesiination when IDS/IPS Snort
and Suricata systems run in the af-packet modecdRels was conducted with
various numbers of terminals switched on when Latack was up and running
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in the attacking environment. The graph below shoasponse time during
communication between different network entitiesa@se of Land attack on the
network with Snort system run in the af-packet m(lg. 9).
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Fig. 9. Response time during communications betwdifierent network

entities in case of Land attack on the network \@ittort system running in the
af-packet mode

The graph below shows response time during contation between dif-
ferent network entities in case of Land attack foen network with Suricata sys-
tem run in the af-packet mode (Fig. 10).
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Fig. 10. Response time during communications betwdiffarent network
entities in case of Land attack on the network \Ethicata system run in the
af-packet mode

3.3. The efficiency tests of IDS/IPS Snort and Swata systems with

regard to response time depending on the nurar of served hosts
and on the size of transmitted packets

A part from the tests of IDS/IPS systems in thetexinof the efficiency of
their protection against Denial-of-Service attacksd Distributed Denial-of-
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Service attacks, the productivity analysis of thegetems was also carried out.
To this end, delay time was examined during patkesmission on a line host-
router in case of various numbers of hosts seryelB/IPS system. The graph
bellow shows delay time in communication betweelnoat and a router with
Snort and Suricata system running in the af-packede when these systems
serve various number of network devices (Fig. 11).
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Fig. 11. Delay time in communication between a lawst a router with Snort
and Suricata system running in the af-packet mdoenvthese systems serve
various number of network devices
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The second efficiency test of IDS/IPS Snort andcata systems consisted
in the observation of delay time during the trarssain of packets having vari-
ous sizes between a host and a router when thensystere switched on. The
graph below presents delay time during the trarsonsof packets having va-
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rious sizes between a host and a router when ther@ IDS/IPS system operat-
ing, when Snort system is running in the af-packetle, when Suricata system
is running in the af-packet (Fig. 12).

4. Summary

The research conducted proved that IDS/IPS SndrSamicata systems run
in the af-packet mode are efficient in protectimyides, resources and network
entities against Land attack which belongs to theug of Denial-of-Service
attacks. The start of both these systems causesighificant reduction in re-
sponse time during communications between variaigvark entities, which
leads to the uninterrupted use of network servidssfar as SYN-Flood is con-
cerned, Suricata is slightly more efficient witHajetime not exceeding 80 [ms],
but in case of Land attack Snort system is moiieiefit with response time not
exceeding 35 [ms]. On the basis of results obtagmedcan claim that both Snort
and Suricata run in the af-packet mode are proigdtie network effectively
against Denial-of-Service attacks and DistributeshiBl-of-Service attacks. The
productivity tests show that Snort system is maxpctive than Suricata sys-
tem, because regardless of the number of hostedfize of transmitted packets,
response time when this system is operating isddhan response time when
Suricata system is switched on. Both is case oftSamd Suricata system the
increase in the number of hosts served does needhe significant increase in
response time. The size of transmitted packet$ #nwost no importance to the
efficiency of IDS/IPS systems on condition that kets transmitted are of low
(up to 1[MB]). The transmission of huge packets fgnthan 1[MB]) cause the
significant increase in responses during commuigicdtetween particular net-
work elements when IDS/IPS systems are operating.
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BADANIE SPRAWNO SCI SYSTEMOW IDS/IPS PRZED
ATAKAMI DOS | DDOS

Streszczenie

Tematem artykutu jest analiza spravcicsystemow wykrywania i zapobiegania wlamaniom
przed atakami odmowy ustugi. W patmwej czé¢ artykut w oparciu o wynik analiz, zaprezen-
towano skal problemu omawianych zagmre. W kolejnych paragrafach przedstawiono metedyk
bada& okreflenia podatnéci na ataki odmowy ustugi. Naginie przeprowadzono symulacje wy-
dajndici i skutecznéci obrony przed atakami dwdch sieciowych systemGkrywvania wlama
w segmencie open-source Snort i Suricata. Analinowazwizania pracujc w trybach nfqueue
i af-packet, przy zestawie tych samych regut. Piaepdzone testy poréwnawcze z wykorzysta-
niem dwoch najpopularniejszy zagea tj. Land i SYN Flood, wykazaty przewagozwigzania
Suricata w skuteczioi wykrywania analizowanych atakéw. Artykut jestrasowany do oséb
zajmupcych sé wdrazaniem i administragjsysteméw zabezpieaze
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