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ASSESSMENT OF THE VULNERABILITY
OF THE APACHE SERVER TO DDOS ATTACKS

The article presents an analysis of the vulnetshili the Apache server with re-

gard to common DDoS attacks. The paper begins pigisenting the statistical

overview of the issue of denial-of-service attack&e also discuss the methods
used for performing DDoS attacks. Working with theual systems, the authors
designed a test environment, where the assessnantanducted of the vulnera-
bility of selected WWW systems. At the end of thtcke, actions are proposed to
implement effective methods of defending against denial-of-service attacks.

The paper is written for the specialists in thédfief web systems security.
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1. Introduction

With every passing year, ensuring the reliabilitythe operation of WWW
servers is becoming a more and more important.idduehigh requirements set
for the web services, such as e-banking, e-traiosasystems or electronic trad-
ing result in setting the accessibility at 99.9%omy with the increase of the
importance of the web systems, we can now obsedygmamic development of
new threats and technigues aimed at lowering on pagalyzing the accessibil-
ity to the system. Properly performed dispersedalierf service attacks (DDoS)
pose a serious threat to all the services on tfeerlet. The main idea of the de-
nial-of-service attacks is to use up all the WWW#&seresources, which results
in the implemented WWW services being inaccessilgch in turn leads to
serious financial losses. We can expect the numbtre attacks to increase in
the next couple of years, and the methods of atigdk become more and more
advanced. Currently used mechanisms of detectidnpaotection against this
kind of threats are not fully sufficient.
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2. Denial-of-service attacks — a statistical oversw

The presented results were formulated on the lodsasalysing 459 web-
sites belonging to multiple owners from the Subatigm voivodeship. Fig. 1
presents the market share of each web server seffwagram. Achieved results
were compared with data provided by Netcraft (Woddd amudom (Poland).
Results show overrepresentation of the Apache servéhe Polish market.
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Fig. 1. Web-server software market in 2016 [1, 2]

According to DDoS Attack Report by Prolexic, sades financial services
were the most popular targets for the attacks énattea of web applications [3].
Akamai organization published a report about deafaservice attacks. Fig. 2
presents the statistical data on the percentagiffefent types of attacks. This
kind of attacks is performed usually for finanaigin. According to the report
[3], one of the purpose of this kind of attacksaguy valuable goods at lower
prices.

The attacks began to be aimed also at the finaseraices provided by the
e-banking companies. Denial-of-service attacksustally performed to steal
the records from the existing databases of theibgnkstitutions, which results
in making their market situation worse. Accordirg the report [3], DDoS
attacks aimed at the sales industry make up 40%llahe application-layer
attacks. By comparison, most of the attacks atwbb layer are aimed at the
game industry, where the protection against thdiGgipn-layer attacks is very
often weaker.
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Fig. 2. Percentage of the application-layer attackbe industry [3]

The number of the attacks increases along witll#velopment in the field
of technology. The report [3] includes statistidata regarding the direction of
DDoS attacks in the recent years. Fig. 3 presémetslata regarding 4rd quarter
of 2016.
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Fig. 3. Directions of denial-of-service attacks [3]

3. The types of DDoS attacks

The analysis performed allowed for the assessnietiteoeffectiveness of
different methods of the attack. Slowloris and Ré&hd.Yet scripts were tested,
as well as Syn Flood attack [2, 5]. Below you cand fthe description of the
types of the attacks used for the tests:

« Slowloris — attack with HTTP Get queries. The migisk of the script it

to maintain the connection by completing the fragteeof the header.
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The maximum time for sending a package which maiatthe connec-
tion is 300 sec. Slowloris does not destroy thelvare or the data of the
server. It is impossible to detect the attacketh®y Apache server logs
only [10]. The attack was performed with the follogrrequest:

perl slowloris.pl —dns 192.168.0.109 —port D
8080 —time 50 —num 1000

Where: dns is the destination address for the lataart is the HTTP
port number, time is the delay between the requsesis and num is the
number of threads used during a single attempdratecting [16].
R.U.Dead.Yet — a free script using HTTP Post qgeiiée attack is per-
formed by sending incomplete but justified headé&rgery time, the
fragments of the header body are sent, 1 byte eachyery low speed.
The task of every server is to compare the numbéreobytes received
with the value of the Content-Length field. Addingw information to
the header body continuously results in the sdpeémg unable to com-
plete the connection, which makes it use more aockrof its resources
to perform the operation of checking the numbethef bytes of the re-
ceived information. The post header is not beinfielbed [12]. The au-
thors used Slowhttptest application to generate P{Post traffic (2).

Slowhttptest —c 600 -B —i 1 -t POST —g —o0
Slowhttptest -r 300 —I 400 (2)
—u http://192.168.0.101/ -x 20

Where: c is the total number of connections, -Biestype of attack, -i is
the time between the connections, -t is the typihefresponse, -g -0 in-
dicate the parameters used to generate the chaitsthe number of

connections per second, -l is the target lengttheftext in a second, -u
is the address of the victim and —x determinesnthgimum length of

the bits.

Syn Flood — takes advantage of TCP/IP protocol weses. During the
attack, a number of half-open connections withdbever is maintained.
Each of the connections can be maintained from Boup minutes, de-
pending on the used configuration. At the beginnihg client assigns
a port for TCP/IP and sends SYN message to WWWeserequesting

a connection. The resources are “booked” by theesyswvhich responds
by sending a SYN-ACK package to the encrypted Ifhefclient. During

the test, it was necessary to generate a trafiicdne during a Syn Flood
attack. The authors used Scapy packet generattrdbpurpose (3).
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IP=1P(dst="192.168.0.101")

IP=1P(src="192.168.0.111")

t=TCP() 3
t.sport=(RandNum(1024, 6565)

send((IP/t), loop=1)

Where: dst — target address for the attack, smcrypted source address
for the attack, t — TCP traffic variable and speretting pseudorandom
port numbers. The last request makes the TCP rexghesg sent con-

tinuously [14].

4. WWW server defense mechanisms

Proper choice of the attack mechanisms made gilplesto discover the
weaknesses of the Apache server. Each of the ingplesd defence mechanisms
is a free tool for protecting against the violataf safety protocols [4, 7-9, 11].

* mod_security module — a complex firewall for thebwapplications. Re-
sponsible for the monitoring and analysis of theTRTtraffic. Allows
using the existing firewall rules and creating ttew ones. The model
also enables to block the access to the rest oAplaghe server configu-
ration files. The rules used while performing tmalgsis of the vulnera-
bility of the WWW server filtered the traffic byhecking the number of
the requests sent from one IP address, limitingitheber of loggings-on
to one per minute, checking the number of activeneations for one IP
address and checking the request paths. Everyamyeof the defined
values is exceeded, the task of the module isdatzeladdress of the po-
tential attacker to the blacklist. After 5 minutdse blocked address will
be removed from the turn-on list.

« mod_gos module — introduces a mechanism reducimgpbed of send-
ing the fragments of the headers of the requestsivating mod_qos
module makes performing a Slow HTTP attack effetyivmpossible, as
well as any other attacks using large bandwidthd Ms module archi-
tecture makes it possible to add a new functionalithe form of a sepa-
rate module, gathering information regarding therapion of the Apache
server in real-time. After the installation of mathtus module, the ac-
cess to the data can be gained through a browgerdviding the ad-
dress of the server. Moreover, it is possible toegate a report including
basic information on the number of the connectettesses or the max-
imum number of the addresses from where the colomentquest may
be sent. Many other parameters are also displ&®ahbining mod_qgos
and mod_status modules allows controlling the gafdtthe Apache
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server more effectively. A detailed descriptiortlué parameters is given
in Tab. 1.

Table 1. Mod_qgos module setup parameters

Parameter Description
QS_ClientEntries Maximum number of clients
QS_ClientEvent Maximum number of simultaneous requests for a sinigt
RequestLimit address
SeSrTF?rvMaxConn Maximum number of connections for a server address
MaxClients Maximum number of active TCP connections
QS_SrvMaxConn Maximum number of keep-alive connections. If theitiis
Close exceeded, the connection is closed for every reques
QS_SrvMinData Minimum bandwidth: the number of bytes sent pewosdc/ the
Rate number of bytes received per second

QS_LimitRequestBody Maximum size of the body of thguest

LimitRequestFields Maximum size of the header ofrdtpiest

* mod_evasive module — module responsible for mangoof the number
of incoming HTTP connections. The architecturelo$ solution allows
communication with ipchains, routers, and compléewalls. Every
client attempting to connect is checked for the berrof the requests in-
coming for one website, as well as for the numbesimultaneous re-
guests for a single process or thread of the seiMee module also
blocks the attempts to establish a connectiontferlP addresses includ-
ed in the blacklist.

5. Assessment of the vulnerability of the Apache seer

The main task of the server is to process the sguwé the HTTP commu-
nication protocol. Web servers are used for webséemail accounts, databases
and many other web services [9], [11], [15]. A fteel, the Apache server is
used by many companies. The server may operat@enob the two modes:
MPM Prefork and MPM Worker. The main differencevietn the two is the
manner of processing the request. The server wpikiMPM mode uses child
processes to accomplish the task. Processing emeogming request is per-
formed with a new child process. This kind of atetiure ensures the safety of
the rest of the requests processed. The main dckwdiahis method of request
processing is that the resources of the servetiraied. The second mode in
which the Apache server can operate is MPM Workke server creates a sepa-
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rate child thread for every request. This solutinakes it possible to process
a higher number of clients with smaller hardwasoteces [6], [13]. A properly
designed DDoS attack is capable of making the setery a service irrespec-
tive of the mode in which the Apache server has loperating.

Failure to ensure a proper level of securing thache server may result in
the attacker’s being able to use the server fagraadiof-service very soon after
the attack is commenced. Three kinds of attack weeel for the analysis. Each
of them was to show a different security gap inAlpache server. The vulnera-
bility tests of the Apache server proved that asegnred server cannot filter out
a dangerous action. The default WWW server condigon does not allow us-
ing any mechanisms of detecting DDoS attacks [B3].[ Therefore, installing
some protective tools is necessary to ensure safetpse of any attempts to
violate the safety protocols. The vulnerabilitytsesf the Apache server indicat-
ed that the server in its default configurationugnerable to all the used mecha-
nisms of attack. During the test conducted with R&ad. type traffic-
generating tool, a denial of service occurred. Asie activated on the server
did not respond to a request by the user. In chskeorest of the other types
attacks aimed at an unsecured server, the webetided longer than usual.
Moreover, the server did not always respond tordgests sent by the user.
Fig. 4 presents the results of conducted analysis.
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It should be remembered that the testing and aisaty#\pache was carried
out in a virtual test environment. To carry out fiteviously mentioned analysis
has been used 2 virtual machines, on each of wiich been installed Kali
Linux. For a virtual machine performing the roletb& web server has been set
the RAM to 2GB of value, created a virtual SCSkdrsize 40GB. In addition,
the network card is set to bridge mode. The saveil time has at his disposal
two core processor. Apache server the whole duratfahe test was operated
MPM Prefork which allowed for the safe close regsietassified as a probable
attack. Use MPM Prefork mode that caused the seaeronly handle 375 ac-
tive connections at the same time. Apache alsoskadip parameters with val-
ues: Timeout 200 s, KeepAive On, MaxKeepAliveRetme®0, Max Clients
150.

Using proper mechanisms of protecting against DBiv&ks made WWW
server resistant to some extent to the denialdofic® attacks. Unfortunately,
the mechanisms implemented did not protect theesdrv 100%. Additional
configurations have to be introduced in the configion files of the Apache
server in order to increase the protection of WWaAvar.

Summary

Performed vulnerability tests of the Apache seiadicated that an unse-
cured WWW server is not equipped with any mechasifimiting the effects
a DDoS attack. During the stress tests, the sevasrincapable of executing any
of the actions generated, being exceptionally wvalnle to HTTP Post, Get or
Syn Flood attacks. Implementing only three protectmechanisms ensured
proper operation of the server and the accesstsdivices.

The analysis was not performed to indicate whitthe chosen protective
mechanisms is the best, but to show the difficslltiegarding the protection
against denial-of-service type of attacks.
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BADANIE PODATNO $CI SERWERA APACHE NA ATAKI ODMOWY
USLUGI

Streszczenie

W artykule przedstawiono anajipodatndci serwera Apache w odniesieniu do popularnych
atakéw DDoS. Praca rozpoczyna sed przedstawienia statystycznegecig problemu, jakims
ataki odmowy ustug. Ponadto przedstawiony zostablpm rozpowszechniania metod wykorzy-
stywanych do przeprowadzania atakéw DDoS. Autobagujc na systemach wirtualnych opra-
cowali srodowisko testowe, na ktérym zrealizowano badamidamdci wybranych systeméw
WWW. Publikacg koncza propozycje dziaka magcych na celu zaimplementowanie efektywnych



76 M. Nycz, T. Szeliga, P. Hajder

metod obrony przed atakami odmowy ustugi. Artylestjadresowany do oséb zajguyjch sé
bezpieczastwem systeméw webowych.

Stowa kluczowe:bezpieczastwo, Apache, ataki DDoS
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